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1. Physical Setup

LoRa conducted port
(Murata SWG)

n‘ northern
mechatronics

« antenna

,,,,,,

power
switch

reset BLE conducted port
(Murata SWG)

Figure 1 Certification EUT test setup.

1.1. Measurement Setup

1. Attach the USB cable to the EUT.

2. Attach the USB cable to the laptop.

3. Attach the SWG cable to the conducted port (LoRa or BLE)
4. Turn on the power switch

1.2. Command Console
Once the EUT is powered on, the command console can be accessed over the serial port using a terminal program
such as PUTTY. Once the serial port is attached, press reset and the user will be greeted by a prompt as shown in
Figure 2. Type help to see all the supported commands.

For certification testing, the relevant command is cert. To see a list of detailed subcommands of each radio, type

cert help [radio]

where radio can be lora or ble.
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COMS - PuTTY - O *

Northern Mechatronics

NM180100 Command Console
Type 'help’' for a Tist of supported commands.

Built on: Dec 15 2019 16:39:08

Figure 2 Command console.

COMS - PuTTY - O *

Northern Mechatronics

NM180100 Command Console
Type 'help' for a list of supported commands.

Built on: Dec 15 2019 16:39:08

cert help
usage: cert [radio] [command] [<args>]
supported radios are:

lora
ble

"cert help [radio] for cert command details of each radio.

Figure 3 Certification commands.
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2. LoRa

The sample output in the following sections were performed with a 30dB attenuator inline to prevent self-mixing
in the spectrum analyzer. Please ensure the appropriate attenuation is in place to avoid self-mixing caused by the

fundamental power level.

2.1. Conducted Spurious Emissions

Test Case

Instrument Settings

Test Condition

Command Sequence

15.247(d)

30 MHz - 25 GHz
RBW =100 kHz
VBW =300 kHz

125 kHz Channel
Bandwidth

902.3 MHz

cert
cert
cert

lora
lora
lora

load 125
dts 902.3
stop

908.5 MHz

cert
cert
cert

lora
lora
lora

load 125
dts 908.5
stop

914.9 MHz

cert
cert
cert

lora
lora
lora

load 125
dts 914.9
stop

500 kHz Channel
Bandwidth

903 MHz

cert
cert
cert

lora
lora
lora

load 500
dts 903
stop

907.8 MHz

cert
cert
cert

lora
lora
lora

load 500
dts 907.8
stop

914.2 MHz

cert
cert
cert

lora
lora
lora

load 500
dts 914.2
stop
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2.2. Radiated Spurious Emissions

Test Case Instrument Settings Test Condition Command Sequence

15.205 30 MHz -1 GHz 125 kHz Channel | 902.3 MHz cert lora load 125
15.209 RBW =100 kHz Bandwidth cert lora dts 902.3
15.247(d) VBW =300 kHz cert lora stop

908.5 MHz cert lora load 125
>1GHz cert lora dts 908.5

RBW =1 MHz 914.9 MH cerE iora itog 125
~ . z cer ora loa
VBW =3 MHz cert lora dts 914.9

cert lora stop

500 kHz Channel | 903 MHz cert lora load 500
Bandwidth cert lora dts 903
cert lora stop

907.8 MHz cert lora load 500
cert lora dts 907.8
cert lora stop

914.2 MHz cert lora load 500
cert lora dts 914.2
cert lora stop
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2.3. Channel Spacing

Test Case Instrument Settings | Test Condition Command Sequence
15.247(a)(1) | Span = 2.50BW 125 kHz Channel | 902.3 MHz | cert lora load 125
RBW = 1% of Span Bandwidth
VBW >= 3x RBW cert lora dts 902.3

cert lora stop

cert lora dts 902.5
cert lora stop

Sample Output

Ref0.00 dBm RBW 9.000000 kHz VBW 30.000000 kHz
Div 10.0 _ _ Atten Auto

Mkr 1: 902.247846 MHz, -13.47 dBm
Mkr 2: 902.448041 MHz, £14.46 dBm

120,00 ] IE— IR T T N O T T T— I

40.00] T T T T T — T T

SBOQ0|

80,00 ....................... ....................... ....................... ....................... ...................... .......................
-100.00 : : : : : : : :

Start 902.150000 MHz Center 902.400000 MHz Stop 902.650000 MHz

Span 500.000000 kHz Swp Time 7084ms (410 pts)

Figure 4 LoRa 125kHz channel bandwidth channel spacing.
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2.4. 20dB Bandwidth

Test Case Instrument Settings Test Condition Command Sequence
15.247(a)(1) | Span = 1.50BW 125 kHz Channel | 902.3 MHz cert lora load 125
RBW = 1% to 5% of | Bandwidth cert lora dts 902.3
OBW cert lora stop
VBW >= 3x RBW 908.5 MHz cert lora load 125

cert lora dts 908.5
cert lora stop

914.9 MHz cert lora load 125
cert lora dts 914.9
cert lora stop

Sample Output

Ref0.00 dBm RBW 3.000000 kHz VBW 9.100000 kHz
Div 10.0 _ _ _ Atten Auto

Mkr 1: 902.263105 MHz, <13.30 dBm
Mkr 2: 902.235639 MHz, -33.27 dBm
Mkr 3: 902.371747 MHz, -33.08 dBm

-20.00

-40.00

-60.00

80,001 T T T T T T

400,00 z z z z z z z z
Start 902.100000 MHz Center 902.300000 MHz Stop 902.500000 MHz

Span 400.000000 kHz Swp Time 32ms (655 pts)

Figure 5 LoRa 125kHz channel bandwidth 20dB bandwidth.
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2.5. 6dB Bandwidth

Test Case Instrument Settings Test Condition Command Sequence

15.247(a)(2) | Span = 1.50BW 500 kHz Channel | 903 MHz cert lora load 500
RBW = 100 kHz Bandwidth cert lora dts 903
VBW >= 3x RBW cert lora stop

907.8 MHz cert lora load 500
cert lora dts 907.8
cert lora stop

914.2 MHz cert lora load 500
cert lora dts 914.2
cert lora stop

Sample Output

Ref0.00 dBm RBW 100.000000 kHz VBW 300.000000 kHz
Div 10.0 _ _ _ Atten Auto

Mkr 1: 903.143842 MHz, 16.21 dBm
Mkr 2: 902.733686 MHz, -22.30 dBm
Mkr 3: 903.275000 MHz, -21.60 dBm

-20.00

-40.00

-60.00

180,000 — — TP SR S— T— — —
100.00 E 5 5 5 5 5 5 5
Start 902.250000 MHz Center 903.000000 MHz Stop 903.750000 MHz
Span 1.500000 MHz Swp Time 39ms (154 pts)
Figure 6 LoRa 500kHz channel bandwidth 6dB bandwidth.
h NM180100 Certification Test Instructions 10
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2.6. Hybrid Mode Dwell Time

Test Case Instrument Settings | Test Condition Command Sequence
15.247(a)(1)(iii) | Sweep Time = 26s 125 kHz Channel Bandwidth cert lora load 125
RBW = 100kHz cert lora dts 902.3 (or
VBW = 300kHz any other FHSS channel)
Span = OHz cert lora stop

Sample Output

0.00 dBm

AM Vs Time

Triggered

-10.00f l

-30.00f

-40.00f

-50.00f

-60.00f

Figure 7 LoRa hybrid mode FHSS dwell time.

Avg Power -29.25 dBm

25.999994 5
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2.7. Number of Hopping Channels

Test Case

Instrument Settings

Test Condition

Command Sequence

15.247(a)(1)(iii)

RBW =30 kHz
VBW =100 kHz

125 kHz Channel Bandwidth

cert lora load 125

cert lora fhss
cert lora stop

Sample Output

Ref 0.00 dBm

Div 10.0

RBW 30.000000 kHz

VBW 100.000000 kHz

2000 e

_40700 ........................

60000 T— — T —— — T— I

8000 S— S TSI SN R T— — T

-100.00

Atten Auto

Start 900.000000 MHz

Center 908.500000 MHz
Span 17.000000 MHz

Figure 8 LoRa 125kHz channel bandwidth hopping channels.

Stop 917.000000 MHz

Swp Time 34ms (3482 pts)
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2.8. Maximum Conducted Output Power

Test Case

Instrument Settings

Test Condition

Command Sequence

15.247(b)(3)

Span =1.5x OBW
RBW = 1% to 5% of
OoBW

VBW = 3x RBW

125 kHz Channel
Bandwidth

902.3 MHz

cert
cert
cert

load 125
dts 902.3
stop

lora
lora
lora

908.5 MHz

cert
cert
cert

load 125
dts 908.5
stop

lora
lora
lora

914.9 MHz

cert
cert
cert

load 125
dts 914.9
stop

lora
lora
lora

500 kHz Channel
Bandwidth

903 MHz

cert
cert
cert

load 500
dts 903
stop

lora
lora
lora

907.8 MHz

cert
cert
cert

load 500
dts 907.8
stop

lora
lora
lora

914.2 MHz

cert
cert
cert

load 500
dts 914.2
stop

lora
lora
lora

Sample Output

-20.00

Ref 0.00 dBm
Div 10.0

RBW 300.000000 kHz

VBW 900.000000 kHz

Atten Auto

Mkr 1: 902.264936 MHz,:-8.23 dBm

B0.00] b e e

-80.00

-100.00

Start 902.050000 MHz

Center 902.300000 MHz
Span 500.000000 kHz

Figure 9 LoRa maximum conducted output power.

Stop 902.550000 MHz
Swp Time 34ms (6 pts)
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2.9. Band Edge

Test Case Instrument Settings Test Condition Command Sequence
15.247(a)(1) | Span = 1.50BW 125 kHz Channel | 902.3 MHz | cert lora load 125
RBW = 1% to 5% of | Bandwidth cert lora dts 902.3
OBW cert lora stop
VBW >= 3x RBW 9149 MHz | cert lora load 125
cert lora dts 914.9
cert lora stop

Sample Output

Ref0.00 dBm RBW 30.000000 kHz VBW 91.000000 kHz
Div 10.0 _ _ _ Atten Auto

Mkr 1: 902.000000 MHz, -70.24 dBm
Mkr 2: 902.264936 MHz, -8.44 dBm

-20.00

-40.00

-60.00

80001 A A— A S H— A— A— A—
100.00 : : : : : : : :

Start 901.800000 MHz Center 902.300000 MHz Stop 902.800000 MHz

Span 1.000000 MHz Swp Time 32ms (205 pts)

Figure 10 LoRa lower band edge out-of-band emission level.
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2.10.

Power Spectral Density

Test Case

Instrument Settings

Test Condition

Command Sequence

15.247(e)
15.247(f)

Span =1.5x OBW
RBW =3 kHz
VBW = 10 kHz

125 kHz Channel
Bandwidth

902.3 MHz

cert
cert
cert

lora
lora
lora

load 125
dts 902.3
stop

908.5 MHz

cert
cert
cert

lora
lora
lora

load 125
dts 908.5
stop

914.9 MHz

cert
cert
cert

lora
lora
lora

load 125
dts 914.9
stop

500 kHz Channel
Bandwidth

903 MHz

cert
cert
cert

lora
lora
lora

load 500
dts 903
stop

907.8 MHz

cert
cert
cert

lora
lora
lora

load 500
dts 907.8
stop

914.2 MHz

cert
cert
cert

lora
lora
lora

load 500
dts 914.2
stop

Sample Output

-20.00

-40.00

-60.00

80.00|--

-100.00

Ref0.00 dBm
Div 10.0

RBW 3.000000 kHz
Atten Auto

VBW 10.000000 kHz

MEr 1: 903.006513 MHz, 23.63 dBm

Start 902.250000 MHz

Center 903.000000 MHz
Span 1.500000 MHz

Figure 11 LoRa power spectral density.

Stop 903.750000 MHz
Swp Time 39ms (2458 pts)
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3. BLE

3.1. Conducted Spurious Emissions

Test Case Instrument Settings Test Condition Command Sequence
15.247(d) 30 MHz - 25 GHz 2402 MHz cert ble dts O
RBW =100 kHz cert ble stop
VBW =300 kHz 2440 MHz cert ble dts 19
cert ble stop
2480 MHz cert ble dts 39
cert ble stop
northern NM180100 Certification Test Instructions 16
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3.2. Radiated Spurious Emissions

Test Case Instrument Settings Test Condition Command Sequence
15.205 30 MHz -1 GHz 2402 MHz cert ble dts 0
15.209 RBW = 100 kHz cert ble stop
15.247(d) VBW = 300 kHz 2440 MHz cert ble dts 19
cert ble stop
>1 GHz 2480 MHz cert ble dts 39
RBW = 1 MHz cert ble stop
VBW =3 MHz
northern NM180100 Certification Test Instructions 17
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3.3. Occupied Bandwidth

Test Case Instrument Settings

Test Condition

Command Sequence

15.247(a)(2) | Span = 1.50BW
RBW =100 kHz
VBW >= 3x RBW

2402 MHz cert ble dts O
cert ble stop

2440 MHz cert ble dts 19
cert ble stop

2480 MHz cert ble dts 39
cert ble stop

Sample Output

Ref 5.00 dBm RBW 100.000000 kHz VBW 300.000000 kHz
Div 10.0 Atten Auto _ _ _
? Mkr 1: 2.401932 GHz, -36.35 dBm
4500 ....................... ....................... ....................... ....................... ...................... .......................

-35.00

-55.00

-75.00

Center Freq 2.401971 GHz
ol Total Power -29.29 dBm

Occupied Bandwidth 1.015624 MHz

Start 2.397000 GHz

Figure 12 BLE occupied bandwidth.

Center 2.402000 GHz

Span 10.000000 MHz

Stop 2.407000 GHz
Swp Time 32ms (512 pts)

northern
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3.4. Maximum Conducted Output Power

Test Case Instrument Settings Test Condition Command Sequence
15.247(b)(3) | Span =1.5 x OBW 2402 MHz cert ble dts 0
RBW = 1% to 5% of OBW cert ble stop
VBW = 3x RBW 2440 MHz cert ble dts 19
cert ble stop
2480 MHz cert ble dts 39
cert ble stop
Sample Output
Ref5.00 dBm RBW 3.000000 MHz VBW 10.000000 MHz
Div 10.0 Atten Auto i : .
: Mkr 1: 2.402186 GHz, -29.49 dBm
A4B.00] _______________________ _______________________ _______________________ _______________________ ______________________ _______________________

-35.00

-55.00

25.00]- B i b I— B B

0
Start 2.397000 GHz

Figure 13 BLE maximum conducted power.

Center 2.402000 GHz
Span 10.000000 MHz

Stop 2.407000 GHz

Swp Time 31ms (32 pts)
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3.5. Band Edge

Test Case Instrument Settings

Test Condition

Command Sequence

Span =1.5x OBW
100 kHz >= RBW >= 3 kHz
VBW >= 3 x RBW

2402 MHz cert ble dts O
cert ble stop

2480 MHz cert ble dts 39
cert ble stop

Sample Output

Ref 5.00 dBm RBW 100.000000 kHz VBW 300.000000 kHz
Div 10.0 Atten Auto _ _ _
? Mkr 1: 2.401942 GHz, -36.90 dBm
Mkr 2 2.40@000 GHz, -72.73 dBm
ABL00| ....................... ....................... ....................... ....................... ...................... .......................
-35.00

-55.00

-75.00

-95.00

Start 2.385000 GHz

Center 2.400000 GHz
Span 30.000000 MHz

Figure 14 BLE lower band edge out-of-band emissions.

Stop 2.415000 GHz
Swp Time 38ms (3072 pts)
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3.6. Power Spectral Density

Test Case Instrument Settings Test Condition Command Sequence
15.247(e) Span = 1.5 x OBW 2402 MHz cert ble dts 0
15.247(f) 100 kHz >= RBW >= 3 kHz cert ble stop
VBW >= 3 x RBW 2440 MHz cert ble dts 19
cert ble stop
2480 MHz cert ble dts 39
cert ble stop

Sample Output

Ref5.00dBm RBW 3.000000 kHz VBW 10.000000 kHz

Div10.0 _ _ _ Atten Auto _ _ _
5 5 ? ? Mkr 1: 2.40‘:]943 GHz, -§45.93 dBm
_15_00 .............................................................................................................................................................................................................................................
LB Q0] e e e
_5500 T
CTHO0] If J T S O PO VPPV PP UUPPUPIE JUVPPEPRURTPPRTRUVPUPPI TVPPPPRURUTPRUPI I | | SO PT T

0 : : : : : : : :
Start 2.401000 GHz Center 2.402000 GHz Stop 2.403000 GHz
Span 2.000000 MHz Swp Time 34ms (6554 pts)

Figure 15 BLE power spectral density.
h NM180100 Certification Test Instructions 21
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4, Co-Existence

Channel Combinations

LoRa

BLE

Command Sequence

903 MHz

2402 MHz

cert lora load 500
cert lora dts 903
cert ble dts 0
cert ble stop

cert lora stop

2440 MHz

cert lora load 500
cert lora dts 903
cert ble dts 19
cert ble stop

cert lora stop

2480 MHz

cert lora load 500
cert lora dts 903
cert ble dts 39
cert ble stop

cert lora stop

907.8 MHz

2402 MHz

cert lora load 500
cert lora dts 907.8
cert ble dts 0

cert ble stop

cert lora stop

2440 MHz

cert lora load 500
cert lora dts 907.8
cert ble dts 19
cert ble stop

cert lora stop

2480 MHz

cert lora load 500
cert lora dts 907.8
cert ble dts 39
cert ble stop

cert lora stop

914.2 MHz

2402 MHz

cert lora load 500
cert lora dts 914.2
cert ble dts 0

cert ble stop

cert lora stop

2440 MHz

cert lora load 500
cert lora dts 914.2
cert ble dts 19
cert ble stop

cert lora stop

2480 MHz

cert lora load 500
cert lora dts 914.2
cert ble dts 39
cert ble stop

cert lora stop

northern
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